MpunoxeHune No2. MHopMaLMoHHaA naMaTKa ansg obyyaroLmxcsa gnd pasmeLleHmns Ha
ouumanbHbIX VIHTepHeT-pecypcax

C kaxabiM rofomMm MOJIOAEXN B MHTEPHETE CTAaHOBUTbLCA 60nbLLE, @ LUKOMbHUKN oaHn 13
CaMbIX aKTMBHbIX MNOMb30BATENEN PyHeTa. Me>|<,u,y TeéM, NOMMMO OrpoOMHOro Kosin4yecrtaa

BO3MOXXHOCTEl, MHTEPHET HECeT U NpPo6MeMbl. JTa NaMsATKa A0/MKHA MOMOYb Tebe Ge30nacHo
HaxXoAUTLCA B CET.

KomMnbloTepHble BUPYChI

KomnbloTepHbI  BUPYC -  3TO  Pa3HOBMAHOCTb  KOMMbIOTEPHBbIX  MPOrpamm,
OT/INUNTENbHOM OCOGEHHOCTBbID  KOTOPO  SIBNSIETCS  CMOCOOHOCTb K PasMHOXeHuto. B
[OMOSHEHVE K 3TOMY, BUPYCbl MOTYT MOBPEAUTL MM MOMHOCTLH YHUUTOXMTL BCE (halifbl 1
JaHHble, MOAKOHTPO/bHbIE MOMb30BATENK, OT MMEHM KOTOPOro Obina 3anmylleHa 3apakEHHas
nporpaMma, a TakxXe MOBPeAnUTb WM [aXKe YHUUTOXMUTb OMepaLMOHHYH CUCTEMY CO BCEMM
(haiinamu B LeNoM. B 60/1bLUMHCTBE CNy4aeB PacnpoCTPaHATCS BUPYCbl YepPe3 UHTEPHET.

MeTogp! 3aWnTbl OT BPEAOHOCHBIX MPOrpamMm:

1 Wcnonb3yii COBpeMeHHble OnepaLyoHHble CUCTEMbI, UMEHOLLME Cepbé3HbIli YPOBEHb
3alMThl OT BPEAOHOCHbIX MPOrpamm;

2. TocTosHHO ycCTaHaBnMBain Mavtn (LMGpoBble 3aniaTku, KOTOPble aBTOMATUYeCKu
YCTaHaB/IMBAKOTCA C LeNblo A0pabTKU MporpaMmbl) U Apyrne O6HOB/IEHWS CBOEW
onepaumoHHON cncteMbl. CKaumBail UX TOMLKO C OhMLMaIBHOTO caiiTa paspaboTymnka
OC. Ecnu cyLLecTBYeT peXkuM aBTOMATUYeCKOro 06HOB/IEHUSA, BK/HOYN €rO;

3. PaboTali Ha CBOEM KOMMbIOTEpPE MO npaBamy Mo/b30Bartesis, a He agMUHUCTpaTopa.
370 He MNO3BONUT GONBLUMHCTBY BPESOHOCHBLIX MPOrpamm WHCTaIMPOBAThCA Ha
TBOEM MePCOHa/IbHOM KOMIMbIOTEPE;

4. Wcnonb3yil aHTUBMPYCHbIE NPOrpaMMHble MPOAYKTbI M3BECTHBIX MPON3BOAMTENEN, C
aBTOMAaTUYEeCKUM 0OHOB/IEHWEM 6a3;

5. OrpaHuyb (hM3NYeCKUiA JOCTYN K KOMMbIOTEPY A9 NOCTOPOHHUX AL,

6. Vcnonb3yii BHeLLIHWE HOCMTeNU MHopMaUun, Takue Kak (reLika, ANCK nnu dainn us
WHTEPHETA, TOIbKO U3 NPOepeHHbIX MCTOYHUKOB;

7. He OTKpbIBali KOMMbIOTEPHbIE (halifbl, NOyYEHHbIE U3 HEeHaAEXHbIX UCTOYHMKOB.

[axke Te alinbl, KOTOpble Npucnas TBOW 3HAKOMbIA. Jlydlle YTOYHM Y HEro,
OTNpaBNsa N1 OH Tebe nX.

CeTun WI-FI

Wi-Fi - 310 He BMA Nepefiaum AaHHbIX, He TEXHONOIWS, a BCero Nuilib 6peHs, Mapka. Ewe
B 1991 rofy HuAepnaHAckas KomnaHua 3apeructpuposana bpeHg «WECA», 4yTo 0603HaYaso
cnosocoyeTaHne «Wireless Fidelity», KOTOpbI NepeBoANTCS Kak «6ecnpoBOAHAasA TOYHOCTb.

[0 Hawero BpemeHW joluna jApyras abbpeBuaTypa, KOTopas SIBNSIETCS TakoW ke
TexHosorven. 3to abopesnarypa «Wi-Fi». Takoe HasBaHWe ObINo JaHO C HAMEKOM Ha CTaHAapT
BbICLUMIA 3BYKOBOI TeXHUKK Hi-Fi, 4To B NepeBoge 03Ha4aeT «BbICOKAsi TOYHOCTb».

[a, 6ecrnnartHblli MHTEPHET-AOCTYN B Kade, OTENSX U asponoptax ABASETCA OT/MYHON

BO3MOYXHOCTbHO BbIXO[a B MHTEPHET. HO MHOrMe 3KCMepThbl CHUMTALOT, UTO 06LWeAoCTYnHble Wi-
Fi ceTn He aBns0TCA 6€30MaCHbLIMU.

CoBeTbl N0 6e30MacHOCTM paboTe B 06LWef0CTYMHbIX ceTax Wi-fi:



He nepepasali CBOKW NMYHYKO MH(OpMauuio yepes obuiesocTynHble Wi-Fi cetu.
PaboTas B HWX, XXenaTe/lbHO He BBOAWTb Maponu [OCTYNa, /IOrMHbI W Kakue-To
HOMepa;

Ncnonb3yii 1 06HOBNAK aHTUBMPYCHbIE NpOrpaMmbl U 6paHaMayep. Tem cambIM Tbl
o6e3onacuilb cebsi OT 3aKauKy BMpyca Ha TBOE YCTPOMCTBO;

Mpn wncnonb3oBaHuyn Wi-Fi oTKnouM yHKUMo «O6wmin goctyn K ailnam u
npuHTepaM». [aHHasa QYHKUMA 3aKpbiTa MO YMOSYaHUIO, OAHAKO HeKOoTopble
Mosib30BaTe/In aKTUBUPYHOT eé A yA06CTBa NCNONb30BaHNA B paboTe uin yuebe;

He uncnonb3yin ny6nmuHbiii WI-FL ana nepegayun AUYHbIX AaHHbIX, Hanpumep Ans
BbIX0Za B COLMASIbHbIE CETU WIN B 3/IEKTPOHHYHO MOYTY;

Mnonb3yil ToNbKO 3alyLieHHOe coeauHeHue yepe3 HTTPS, a He HTTP, T.e. npu
Habope Be6-afipeca BBOAM UMEHHO «https://»;

B Mo6WibHOM  TeneoHe  OTKMOUM  (DyHKUMIO  «[lMogknoveHne K Wi-Fi

aBTOMaTU4ecku». He gonyckali aBTOMaTUYECKOro NOAK/OYEHNS YCTPOCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacums.

CouuanbHble ceTu

CoumanbHble CeTU aKTUBHO BXOASAT B Hally XKW3Hb, MHOTMe NOAN paboTatoT U XKMBYT
Tam NOCTOsIHHO, a B Facebook yye 3aperucTpupoBaH MUNMapg YenoBeK, YTO SBNSETCS OfHO
CeabMOi Bcex XuTeneldi nnaHeTbl. MHOrMe nonb3oBaTenyt He MOHMMAOT, YTO WMH(opMALMS,

pa3MeLLiEHHas MW B COLMa/IbHBIX CETAX, MOXET ObITb HalifieHa U UCMOMb30BaHa KEM YrofHoO, B
TOM umc/e He 0653aTeNbHO C 61arMMU HaMePEHUSIMU.

OCHOBHbIe COBETbI N0 6€30MacHOCTA B couMa/IbHbIX CeTAX:

1

2.

OrpaHnyb CMMCOK Apy3eii. Y Tebs B APY3bSX He AOMKHO ObiTb CAyYaiHbIX W
He3HaKOMbIX NTHOAel;

3awLiain cBo YaCTHYH M3Hb. He ykasbiBaii naponu, TenedoHbl, agpeca, Aaty
TBOErO POXAEHWS W [PYTYH NWYHYHO MH(OPMaUMIO. 3M10YMbILIEHHUKA MOTYyT
MCNOMb30BaTh faXe WH(POPMALUMIO O TOM, Kak Tbl W TBOW POAMTENN NMaHUpyeTe
MPOBECTN KaHWKY/bl;

3almiLain cBoko penyTaumio - AepXu ee B UACTOTE M 3afaBail cebe BOnpoc: XoTen Obl
Tbl, YTOObI APYrve MoNb30BaTENN BUAENN, YTO Thl 3arpyxxaewls? Mogymaii, npexae
YeM YTO-TO OMy6/IMKOBATbL, HaNMCaTb U 3arpy3uTh;

Ecnm Tbl roBopuLb C MHOAbMU, KOTOPbIX HE 3Haellb, He WMCMOMb3Yi CBOE peasibHOe
UMS U OPYTYH NWYHYK WMHGOPMAaLWKU: UMS, MECTO XXWTENbCTBA, MECTO Yyyebbl U
npoyee;

W36eraii pasmeleHus otorpaduii B IHTEpHeTe, rae Tbl U300paXXeH Ha MEeCTHOCTM,
N0 KOTOPOI MOXHO ONpPeAennTb TBOE MECTOMO/IOXKEHME;

Mpu perucTpauym B COLMaNbHON CETM HEOOXOAMMO MCMONb30BaThb CIOXHbIE Napon,
cocTosLLME 13 BYKB U LGP M C KOSIMYECTBOM 3HAKOB He MeHee &;

[na counanbHOM CeTW, NoYTbl U ApYrux caiToB He06XOAMMO MCMO/b30BaTh PasHble

naponu. Toraa ecnu Te6st B3/IOMAKOT, TO 3/10YMbILLIEHHVKM MOMyYaT JOCTYN TO/bKO
K OIHOMY MeCTY, a He BO BCe cpaay.

ONEeKTPOHHbIE JeHbIN

ONEKTPOHHbIE [eHbMM — 3TO OYeHb YA0OHbIA CMOco6 nnaTexel, O4HAKO CYLLECTBYHOT
MOLLIEHHVIKW, KOTOpPbIE XOTAT MOAYYUTb 3TU AEHLIN.

SNEKTPOHHbIE [€HbIN MOSIBUMNCL COBCEM HEABHO M MMEHHO M3-3a 3TOF0 BO MHOMMX
rocyjiapcTeax [0 CX Mop He NMPOMMCaHO NP0 HUX B 3aKOHAX.


https://%c2%bb

B Poccuy e OHM (DYHKUMOHUPYKOT M O HUX Y>XKe MPOMUCaHO B 3aKoHe, rhe WX
pa3fensloT Ha HECKONMbKO BUAOB - AHOHUMHbIE M He aHOHWMHble. PasHuua B TOM, 4TO
aHOHVMHblE - 3TO Te, B KOTOPbIX paspellaeTcsi NpPoBOAWTL ornepauun 6e3 MAaeHTU(UKaLUm
Mo/b30BaTeNs, a B HEAHOHUMHbIX UAEHTU(UKALMN NO/b30BATENS ABNSETCA 0653aTe/bHOIA.

Takke cnefyeT pasnnyatb 3NEKTPOHHblE (DuaTHble AeHbrn (paBHbI FOCYAapCTBEHHbIM
Ba/ItOTaM) M 3/IEKTPOHHbIE He(hMaTHbIE IeHbIM (He paBHbl rOCYapCTBEHHbIM Ba/llOTaMm).

OCHOBHble COBEeTbI N0 6e30MacHoi paboTe C 3NEKTPOHHbLIMMN AeHbraMu:

1 TIpuBKM K CUYETY MOOW/bHBIA TenethoH. 3TO camblii YAO6HbIA KU BbICTPLIA CNocob
BOCCTAHOBMTb A0OCTYN K cyeTy. MpuBA3aHHbIN TeneoH MOMOXeT, ecnu 3abyaellb
CBOW MNaTeXHbI Naposb UK 3ainfellb Ha CaiiT C HE3HaKOMOr0 YCTPOIACTBa;

2. Wcnonb3yii ofgHopasoBble naponu. locne nepexofa Ha YCUIEHHYK aBTopu3auuto
Tebe y)Xke He OyZeT yrpoxaTb OMacHOCTb KpaXKu UK Nepexsata MiaTeXXHoro napons;

3. Bbibepn CnoxHbIi naponb. [pecTynHukam OyfeT He MpOCTO YrajaTb C/OXHbIN
naponb. HagexHble Naponn — 3T0 Naposn, KOTopble COAEPXKAT He MeHee 8 3HaKOB U
BK/IOHAIOT B Ce651 CTPOYHbIE U MPOMUCHbIE BYKBbI, LMDPbI U HECKO/IbKO CYMBOJIOB,

TaKMe Kak 3HaK gonnapa, PyHTa, BOCKIMLATENbHbIN 3HaK 1 T.n. Hanpumep, StRONg!;
4. He BBOA4M CBOU NINYHbIE AaHHbIE Ha CaiiTax, KOTOPbIM He JoBepseLLb.

ONeKTPOHHaA NoHTa

DNeKTPOHHasA NoyTa — 3TO TEXHONOIMSA W NPefOCTaBNSEMbIE €K YCIYTY MO NEPECHIKE W
MOMYYEHNIO 3NEKTPOHHBIX COOGLLEHWIA, KOTOpble pacnpeaenstoTcsi B KOMIMbIOTEPHON CETW.
O6bIMHO ~ 3N1EKTPOHHBIN MOYTOBLIA  SAWMK  BbIFSAUT crnesyoLwnm o6paszom;

MMS_M0/Mb30BaTENI@WMA_AOMeHa. Takke Kpome nepedads MpPOCTOr0 TeKCTa, WMEeTcs
BO3MOXXHOCTb NepefasaTtb (halisbl.

OCHOBHble COBeTbI N0 6e30MacHo paboTe C 3NEKTPOHHOW MOYTOM:

1. Hapgo Bbl6paTb NpaBusibHbIA NOYTOBbIN CepBuC. B MHTepHETE eCTb OrpoMHbINi BbIGOP
6ecnnaTHbIX NOYTOBbIX CEPBUCOB, OHAKO Nyullie A0BEPATb TeM, KOr0 3Haellb U KTO
NepBbIli B PEATUHTE;

2. He ykasblBail B IMYHOV MOYTE NMYHYK MHA(OpMaLmnio. Hanpumep, nydwe BbibpaTb
«MY3blKa/bHbIA (haHaT@>» nan «pok2013» BMeCTO «Temal3d»;

3. Vcnonb3yil ABYXaTanHy aBTopu3aumio. 310 KOrAa noMMmo Naposisi Hy>KHO BBOAUTD
Kog, npucblnaemblii no SMS;

4. Bblbepy CNOXHbIA Naponb. [N KakKAOro MNOYTOBOrO SALMKA [JO/MKEH ObITb CBON
HaZeXHbIiA, YCTONYMBBIA K B3/1OMY Naposib;

5. Ecnn ecTb BO3MOXHOCTb HanmucaTb CamOMy CBOM JIMYHbIA BOMPOC, MCMOMb3Yi 3Ty
BO3MOXHOCTb;

6. Mcnonb3yil HECKONbKO MOYTOBLIX ALWWMKOB. [MepBblli AN YaCTHOM Nepenuckn ¢
agpecatamu, KOTOpbIM Tbl [OBepsielllb. JTO 3/MEKTPOHHLIA  afijpeC He Hamo
1CNO/b30BaTh MPU PErncTpaumm Ha popymax 1 camrtax;

7. He oTKpbliBali (haiinbl 1 Apyrve BNOXKEHUS B NUCbMAaxX AaXe ec/v OHW MpULLIM OT
TBOMX ApYy3eid. Jlydlle yTOUHWU Yy HUX, OTNPaBSIN NI OHW Tebe 3Tu (haitnbl;

8. TMocne okoHYaHWsi paboTbl Ha MOYTOBOM CEPBWCE MNepej 3akpbiTMEM BKIaAKU C
caliToM He 3abyfb HaXXaTb Ha «BbIATW».



KnbepbyMUHr LK BUPTYabHOE 134eBaTeNbCTBO

KnbepbynnnHr — npecnefoBaHne COOGLLEHMAMK, COAEPXKalMMK  OCKOp6eHus,

arpeccuto, 3anyruBaHue; XynuMraHcTBO; COLManbHOe GOMKOTMPOBAHUE C MOMOLLbH Pa3NYHbIX
VHTEPHET-CepPBMCOB.

OCHOBHble COBETbI M0 60pbbe € K1bepbynMHIoM:
1 He 6pocaiica B 60i. Jlyuwunii cnocob: NOCOBETOBATLCA KaK Ce6si BECTU W, €CIN HET
TOro, K KOMY MOXHO 06paTWTbCH, TO BHayase YCMOKOUTbCA. Ecnm Tbl HauHeLlb

0TBEYaTb OCKOPOMEHUSIMU Ha OCKOPOMeHWs, TO TOMbKO elle OO0MbLLUE Pa3oXKeLlb
KOHMNKT;

Ynpasnsii cBoei KnbeppenyTauuei;

3. AHOHMMHOCTb B ceTn MHuMmasa. CyLlecTBYHOT CMOCO6bl BbICHWUTb, KTO CTOMUT 3a
aHOHVMHbIM aKKayHTOM;

4. He CTOWT BECTV XYNIMTAHCKWIA 00pa3 BUPTYanbHOM XM3HU. VIHTEPHET (hMKCHUpPYeT BCe
TBOW [elCTBMA U COXPaHAET UX. Y anuTb UX ByLeT KpaiHe 3aTpyaHUTENbHO;

5. Cobntofaii CBOW BUPTYasIbHYHO YeCTb CMOJIOAY;

6. WrHopupyii eauvHWYHbIA HeratmB. OpHOPa30Bble OCKOPOUTE/IbHbIE COOOLLEHNS
nyduwe urHopuposaTb. O6bIYHO arpeccust NpeKpaLLaeTcs Ha HavyaibHOW CTaguu;

7. baH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMW COOOLLEHUAMU, B COLMANbHbIX
CeTAX eCTb BO3MOXHOCTb G/IOKMPOBKM OTMPaBKN COOOLLUEHWUI C ONpeaeNieHHbIX
aflpecos;

8 Ecnu Tbl cBMAeTeNb  KubepbynnuHra. TBOWM  [EWCTBUSA:  BbICTYNUTb  MPOTMB
npecnegosatens, nokasatb €My, 4YTO ero [AeiCTBUA OLEHMBAKOTCA HEeraTtuBHO,

NOAJEPXKaTb YKEPTBY, KOTOPOM Hy)XXHA MNCUXONOMMYECKass MOMOLLb, COOOLNTHL
B3POC/IbIM O (PaKTe arpecCMBHOIO NMOBEAIEHNS B CETM.

N

Mo6unbHbIN TenedoH

CoBpeMeHHble CMapT(OHbl W MMaHWEeTbl CcoAepXXaT B cebe BMOSHe B3POC/bll
(YHKUMOHAN, W Tenepb OHW MOFYT KOHKYPMPOBAaTb CO CTaLMOHAPHbIMK KOMMbIOTEPAMM.
OpHako, cpefcTB 3aluThl Ans NOA06HbIX YCTPOCTB NMOKa 04YeHb Maso. TeCcTMpOBaHME W MOMCK

YA3BMMOCTE B HUX MPOUCXOAMT He TaK WMHTEHCWBHO, Kak ans MK, To e camoe Kacaetcs u
MOGW/IbHBIX MPUNIOXKEHWIA.

i
CoBpeMeHHble MO6W/bHbIE Gpay3epbl YXKe NMPaKTUYECKN AOTHANM HACTO/bHbIE aHasory,

OAHAKO pacLUMpeHne (YyHKUMOHANa BfIEYET 3a COOO0M OOMbLUYHD CMOXHOCTb M MEHbLLYHO
3alMLLEHHOCTb.

[Jlaneko He Bce NPOW3BOAMTENN BbIMYCKAOT OGHOB/IEHNS, 3aKPbIBAOLLME KPUTUYECKUE
YS3BUMOCTH [/11 CBOUX YCTPOIACTB.

OCHOBHbIe COBEThI A5 6e30MaCHOCTU MOBWILHOTO TeNedhoHa:

1 Hwyero He fBNseTcs Mo-HacToswemMy 6GecnsiaTHbIM. Byab OCTOpPOXeH, Befb Korja
Tebe npegnaraloT 6GecnnaTHbI KOHTEHT, B HEM MOFYT ObiTb CKpPbITbl KaKue-TO
nnaTHble yCnyru;

2. Oywaii, npexae 4yem oTnpaBuTb SMS, ¢oTO unm BUAeo. Thl TOUHO 3HaELLb, FAe OHU
OyLyT B KOHEYHOM uTOre?

Heo6xoa1Mo 06HOBNSATL OMEPaLOHHYO CUCTEMY TBOETO CMapT(oHa;
4. icnonb3yii aHTMBMPYCHbIE NPOrPamMMbl 411 MOBUMbHBIX TeNe(OHOB;

w



5. He 3arpy>aii NpuioXeHNs 0T HEM3BECTHOIO UCTOYHMKA, Befb OHW MOTYT COAepXaTb
BPeOHOCHOE NPOrpaMMHOE 06eCneyeHue;

6. Tocne TOro Kak Tbl BblifieLb C CaiiTa, rAe BBOAWN IMYHYO MHA(OpMaLMi0, 3aingmn B
HacTpolikn 6pay3sepa 1 yaanm cookies;

7. Tleproguyeckn NpoBepsiin Kakue NnaTHble YCIyrn akTMBUPOBaHbl Ha TBOEM HOMEPE;

8. [aBali CBOIN HOMEpP MOOMILHOrO Tenet)oHa TONbKO MIOAAM, KOTOPbIX Tbl 3HaeLWb U
KOMY A0BepSeLLb;

9. Bluetooth gomkeH ObITb BbIK/IOYEH, KOrga Tbl MM He MOMb3yellbes. He 3abbiald
MHOT ia NPOBEPSATL 3TO.

Online urpsl

COBpeMEHHbIE  OHMAMH-UIPbl - 3TO KPAaCOYHble, 3axBaTblBAKOLLME Pa3B/EYEHNS,
0ObEAMHSAIOLLME COTHM ThICAY YeNoBEK MO BCeMy MUpY. Wrpoku mccnepytoT AaHHbIA UM Mup,
06LLAKTCA ApYr C APYTOM, BbIMOMHAOT 33[aHUs, CPKAKTCA C MOHCTPAMMU U NOMYYatoT OMbIT.

3a y[0BONMbCTBME OHW MNNATAT: MOKYNalT AMCK, OMNIa4yMBarOT abOHEMeHT WM npuobpeTatoT
KaKvie-To onuum.

Bce 3Tn cpeacTBa MAyT Ha MOAJepXaHWe W pasBUTME Wrpbl, a Takke Ha camy
6e30MacHOCTb: COBEpPLLEHCTBYIOTCA CUCTEMbl aBTOPW3aLWW, BbIMYCKaKOTCA HOBble MaTuu
(umdbpoBble 3annaTky 419 NPOrpaMm), 3aKpbIBaOTCS YA3BUMOCTU CEPBEPOB.

B nofo6HbIX nrpax CTouT onacatbCA HE CTO/IbKO CBOMX COMEPHUKOB, CKOJ/IbKO KPa>KU
TBOET0 Mapond, Ha KOTOPOM OCHOBaHa CMCTEMa aBToOpU3aLiA 60NbLUNHCTBA urp.

OCHOBHble COBETbI M0 6€30MacHOCTM TBOEr0 UrPOBOro aKKayHTa:

1 Ecnwv gpyroi Urpok BegeT cebs niaoxo wim co3gfaeT Tebe HeNpUATHOCTU, 3a010KUpYiA
ero B CM1CKe UIPOKOB;

2. Moxanyilca agMUHMCTpaTOpaM Wrpbl Ha M/10X0e MOBEeJeHWe 3TOr0  WUrpoka,
XenatenibHO MPUIOXWTb KaKue-To [OKa3aTe/lbCTBa B BULE CKPUHOB;

He ykasbiBail NUHY0 MH(OPMaLMIo B Npodhaiinie urpbl;

YBaxai Lpyrnx y4aCTHUKOB MO Wrpe;

He ycTaHaBnmBaii HeothmumanbHble NaTyn 1 MOAbl;

cnonb3yii CNoXHble 1 pasHble naponu;

[Jlaxe BO BpeMs WUrpbl He CTOWUT OTK/KOYaTb aHTUBMPYC. MoKa Thbl Urpaellb, TBOV
KOMMNbIOTEP MOTYT 3apa3uTb.

No ok~ w

OULLMHT UK KpadKa IMYHBIX AaHHbIX

OO6bIYHON KpaXKeil AeHer W [OKYMEHTOB CETOfHS YXe HWKOTO He YAMBMLb, HO C
PasBUTMEM  WHTEPHET-TEXHOMOTMA  3/10YMBILLNEHHUKA  MEPEMECTUINCE B WHTEPHET, W
MPOAO/MKAKOT 3aHUMATHCA «/IOGUMbIM» [ENOM.

Tak nosiBuach HoBas Yrpo3a: WHTEPHET-MOLLEHHMYECTBA UM (DULLWHT, FNaBHas Lenb
KOTOPOr0 COCTOMT B MOMYyYeHUN KOH(MAEHLUMANbHBIX AaHHbIX NOMb3oBaTeneii — MOrvHOB W

naponein. Ha aHrnuninickom s3bike phishing untaetcs kak quwmHr (o1 fishing — pblbHas noBns,
password — napo/b).

OCHOBHble COBETbI M0 60pb6E C PULLNHIOM:

1 Cnegn 3a CBOMM akkayHTOM. Ecnu Tbl nofo3peBaellb, YTO TBOA aHKeTa Oblna

B3/IOMaHa, TO HEo6X0AMMO 3a6/I0KMPOBaTh €e U COOGLMUTL  afMUHUCTPATOpaMm
pecypca 06 3TOM KaK MOXHO CKOpEE;



2. Wcnonb3yin Ge3onacHble Be6G-CaiiTbl, B TOM 4WC/e, WHTEPHET-MarasviHoB W
MOVCKOBbIX CUCTEM;

3. Vcnonb3yii cnoxHble 1 pasHble Naponu. Takum o6pa3om, ecnn Tebs B3/IOMAlT, TO
3M0YMbILLIEHHUKI NOYYaT AOCTYN TOMbKO K O4HOMY TBOEMY NPOMUIO B CETH, & He
KO BCewm;

4. Ecnn Tebd B3noMann, TO HEOOXOAUMO NpeaynpeamuTb BCEX CBOMX 3HAKOMbIX,

KOTOpble f06aBneHbl y Tebsi B Apy3baX, 0 TOM, YTO Tebs B3/IOMasM 1, BOSMOXHO, OT

TBOEro MMeHu ByZeT paccbliaTbCs Cram 1 CCbINIKN Ha PULLMHTOBbIE CalTbI;

YcTaHoBM HagexHblin naposb (PIN) Ha MOGUIIbHBIN TenedoH;

OTK/II04M coXpaHeHWe napons B bpaysepe;

7. He oTkpbliBali (haiisibl U Jpyrve BIOXKEHWS B NMUCbMax A&XKEe eCIM OHW MPULLIN OT
TBOMX ApYy3eit. Jlydlle YyTOUHW Y HUX, OTNPaBASN /I OHW Tebe 3Tu (ainbl.

ISPNS)

Lindposast penyTauus

Lindposasi penyTauus - 3T0 HeraTMBHasi WAW MO3UTUBHAS MH(OPMALMS B CETU O Tebe.
KomnpomeTvpytowasi MHopMauys pasMeLeHHast B WHTEPHETE MOXET Cepbe3HbIM 06pasom

0TpasuTbCH Ha TBOEW peasibHOM XM3HW. «LindpoBas penyTaums» - 370 TBOW UMUK, KOTOPbIV
thopMupyeTcs 13 MHPopMaLun 0 Tebe B MHTEPHETE.

TBOE MECTO XMTe/bCTBA, Y4Yebbl, TBOE (MHAHCOBOE MOMIOXEHWE, OCOGEHHOCTM XapakTepa
11 pacckasbl 0 GNIN3KUX - BCE 3TO HAaKaN/IMBAeTCs B CETU.

MHoOru1e noApoCTKM IErKOMbIC/IEHHO OTHOCATCS K My6iMKaumMn AMYHOR MHGopMaLmm B
NHTepHeTe, He MOHMMas BO3MOXHbIX MOCNEACTBUNA. Thl AaXe He CMOXellub A0rafaTbes O TOM,
4To (hoTorpacus, pasmeLLeHHas 5 neT Hasag, CTana NPUYMHON 0TKasa NPUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBOMX (poTorpaduii v [pyrue [LeicTBMS MOTyT He
NCYE3HYTb [axe Mocne TOoro, Kak Tbl WUX YyAanub. Tbl He 3Haellb, KTO COXpaHun 3ty
MH(OpMaLMio, Nnonana N OHa B MOWMCKOBbIE CUCTEMbI U COXPaHWIACh M OHa, & NMaBHOe: YTOo
nojymatoT 0 Tebe OKpy>XKaroLlee NtoAN, KOTOpble HangyT U yBMAAT 3T0. Hailtn mHhopmauuto
MHOrO fIeET CMyCTS CMOXET N60i - KaK U3 A06pbIX MOOYXAEHWIA, TaK U C HaMEepPEHVEM
MPUYUHUTL Bpef. DTO MOXET ObITb KTO YIOLHO.

OCHOBHble COBETbI MO 3alyTe LMPOBOIA penyTaLmu:

1 TMopgymaii, npexae 4em 4TO-TO Ny6/MKoBaTb M nepefasaTb y cebs B 6/10re wim B
COLMaNbHON CeTu;

2. B HacTpoiikax npouns yCTaHOBK OrpaHWYeHMs Ha MPOCMOTP TBOEro NPogvns 1 ero
COAEPXXUMOrO, CAeNain ero TONbKO «4/ia Apy3eii»;

3. He pa3melyain 1 He ykasblBali UHOPMAaLMIO, KOTOPas MOXET KOro-mbo ocKopbnsTh
NN 06MXartb.

ABTOpPCKOE Nnpaso

CoBpeMeHHble  LUKO/IbHUKW- aKTUBHblE MO0Mb30BaTeNIM  LUPPOBOrO  MPOCTPAHCTBA.
OfHaKo [Janeko He BCe 3HAKT, UTO MOSb30BaHME MHOMVMM BO3MOXHOCTSIMU LM POBOro Mupa
TpebyeT cO6/04eHNSA NPaB Ha UHTENEKTYalbHYH0 COBCTBEHHOCTb.

TEPMUH  «MHTENNEKTYa/lbHasi COOGCTBEHHOCTb» OTHOCUTCA K Pas/IMYHbIM TBOPEHWSIM
Yen0BEYECKOro yMa, HaumMHas € HOBbIX M306PETEHUIA 1 3HAKOB, 0603HAYaOLMX COBCTBEHHOCTb

Ha MPOAYKTbl M YCMYrM , W 3aKaHuMBas KHUramu, otorpausamu, KWHO(pUIbMaMK W
My3bIKa/IlbHbIMW MPOU3BELEHNSMMU.



ABTOpCKMe NpaBa - 3TO MpaBa Ha MHTENNEKTYa/lbHY COGCTBEHHOCTb Ha NMPOM3BEAEHNA
HayKu, NTepaTypbl 1 UCKYCcCTBA. ABTOPCKYME MpaBa BbICTYNAKT B KAYECTBE rapaHTUK TOro, YTO
VHTENNEeKTYa/IbHbIA/TBOPUECKUIA TPy aBTOpa He OYAEeT HampacHbIM, [acT eMy CrpaBeavBble
BO3MOXHOCTM 3apaboTaTb Ha pe3y/bTaTax CBOEro Tpyfa, MOMyunTb U3BECTHOCTb W MPU3HAHWE.
HWKTO Ge3 paspeLLeHns aBTOpa He MOXET BOCMPOW3BOANTbL €ro NMPOM3BEAEHME, PaCpPOCTPaHATS,
ny6/MYHO  AEMOHCTPUPOBaTb, MpPOAaBaTh, WMMMOPTUPOBATb, MycKaTb B MpOKaT, My6/MYHO
MCNOMHATb, NMOKa3blBaTb/UCMOMHATL B 3hMpe WM pasMeLLaThb B IHTepHeTe.

cnonb3oBaHme «NMpaTCcKoro» NporpaMMHOro 06ecreyeHns MOXET NMPUBECTU K MHOTUM
pruCKaM: OT MOTepM AaHHbIX K TBOMM aKkKayHTam A0 OG/IOKMPOBKM TBOEro YCTPOICTBA, rae
YCTaHOB/MIEHHbIA He ferasbHas nporpaMMa. He cTouMT Takxke 3abblBaTb, UTO CYLLECTBYET
nerasibHble 1 6ecnaaTHbIe NPOrpamMmbl, KOTOPbIE MOXHO HalTU B CETU.

O nopTane

CeTeBNYOK.ph - TBOM [/NaBHbIA COBETUYMK B CETW. 3[4eCb Thbl MOXEWb Y3HaTb O
6e30MacHOCTV B CETW MOHATHbIM W AOCTYMHbIM A3bIKOM, & NPW BO3HWKHOBEHWUU KPUTUYECKOIA

CUTyauumn 06paTuTbCA 3a COBETOM. A TakKXe MPUHATL y4yacTMe B KOHKypcax M CTaTb CambIM
LMPOBbIM rpaXkaaHUHOM!



